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Abstract 
Ad-hoc networks don’t have need of any preset infrastructure 
such as base stations or mobile switching centers. A mobile 
ad-hoc network until the end of time suffers by the trouble of 
some attacks as the network is globally unlocked and these 
attacks may create some selfish nodes. A selfish node is one 
that tries to utilize the network resources for its own profit but 
is reluctant to spend its own for others. If such behavior 
prevails among large number of the nodes in the network, it 
may eventually lead to disruption of network. The work is on 
the subject of detection of Selfish Node attack between the 
communication taken place between the source and the 
destination. In this work, the inverted indexing approach is to 
identify the heavy load node and generate a safe path so that a 
heavy load node will be replaced by compromising node. The 
analysis is done by extensive simulations in ns-2 simulator. In 
this analysis study performance is measured in terms of 
Packet Transferred, Packet Lost, Bytes Transferred, Bitrate. 
Keywords: Ad-hoc Networks, Selfish Nodes, 
Authentication, NS-2. 

1. Introduction 

A Mobile Ad hoc Network (MANET) is an autonomous 
system, in which mobile hosts connected by wireless 
links are free to move randomly and often act as a 
router sometimes. Therefore the limited wireless 
transmission range of each node gets executed by multi-
hop packet forwarding. That is here nodes within each 
other’s radio range communicate directly via wireless 
links while those are far apart uses other nodes as 
relays. This kind of network is well suited for the 
mission critical applications such as emergency relief, 
military operations where no pre-deployed 
infrastructure exists for communication. Due to the lack 
of authorization facilities, volatile network topology it 
is hard to detect malicious nodes, MANETs are highly 
vulnerable to attacks. 

1.1 Inverted Indexing approach [By Saurabh 
Goyal in 2012] 

Inverted matrix is the mathematical version of a string. 
The rows of the matrix signify a variety of characters 

nearby in the string and are indexed in the order in 
which they illustrate in the string. In this proposed, we 
have taken a sequence. The complete work is divided in 
three basic steps:- 

I. Identification of Node Sequence  

II. Build the Inverted Table for the specific Node 
Sequence. 

III. Frequent Pattern Identification 

I. Identification of Node Sequence 

The node sequence is recognized by analyzing the 
communication database of the complete network. We 
have collected this database from some secondary 
means that is used by some earlier researcher. The 
detail about the database collection is given above in 
previous section. Here we have assigned each node an 
alphabetical name like Node 1 =>A, Node 2 => B…..In 
this way we have find some sequence of  visiting nodes 
such as. We have 4 nodes A, B, C and D and one of the 
possible sequence is 

ABABCABABCDABCDDADBDABADCBAC 

II. Build the Inverted Table 

Inverted matrix is the numerical representation of a 
string. The rows of the matrix represent the various 
characters present in the string and are indexed in the 
order in which they appear in the string. In this 
proposed we have taken a sequence 

AGTCATAGGCCTATGAT 

As performing the analysis on this sequence we find 
that we have basically 4 nodes A,G,T and C. Assign the 
index to these Nodes  
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Table 1.1: Index Assignment to Nodes 

Now to build the inverted matrix we need to analyze the 
node position of given nodes and respective next node 
occurrence in the list. 

 

Table 1.2: Example of Construction of Inverted 
Table 

In the above table we have define the appearance of 
first 4 nodes in the pattern sequence. Here we can see 
when the first Node A occurs, the next node will be G 
and its occurrence is for the first time. In same way 
when Node G occur the next node is T represented by 
Index position 3 and 1 represent the first appearance of 
T. As the Node T visit, the next node is Node C 
represented by the index position 4 and it is the first 
appearance of the node. In same way as the node C is 
visited the next Node is Node A, Its index position is 1 
and its appearance is second in the visiting sequence. In 
the same way the complete inverted table will be build. 
As shown in table below. 

 

Table 1.3: Construction of Inverted Table 

In this table the row header represents the unique nodes 
along with node index position and y axis represents the 
appearance of node in the list. The particular row-
column value represents the index position of next node 
along with appearance count of the next node. 

 

 

III. Frequent Pattern Identification 

As the inverted table built, it is capable to answer all the 
frequency oriented queries. We can find the occurrence 
of any of node or the node sequence by using inverted 
table. The main benefit of this approach is that the 
single inverted table is capable to answer the entire user 
query in terms of node sequence of any length. 

A. Single Node Identification 

The single node frequency identification can be done by 
using just by counting the number of columns in that 
particular Node Row 

 

Table 1.4: Search of Single Length Node Frequency 

Such as if we have to find the Frequency of A then 
number of columns in Row A i.e. 5. In above figure it is 
highlighted in gray color. In same way frequency of 
Node G is 4, Node T is 4 and node C is 3. 

B. Two Node Identification 

To find the frequency of two nodes we have to traverse 
the inverted list. Such as if we have to find the 
appearance of AT. The start traversing the row A i.e. 
Index 1 and find the Appearance of Index 3 (T). 
Number of appearance of 3 in row A is the frequency of 
AT as shown in next table.  

 

Table 1.5: Search of Two Length Nodes Frequency 

C. More than Two Node Identification 

To find the frequency of more than two nodes we have 
to traverse the inverted list. Such as if we have to find 
the appearance of ATG. For this at first search AT in 
same way. The start traversing the row A i.e. Index 1 
and find the Appearance of Index 3 (T). Number of 
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appearance of 3 in row A is the frequency of AT as 
shown in next table.  

 

Table 1.6: Element Search Mismatched 

As the AT found now read the cell value (3,2). Now go 
to 3rd row and 2nd column and check the value is (1,3) 
i.e. A. Now the sequence found is ATA as shown in red 
color box. It is wrong sequence. Now move to next box 
of AT  

 

Table 1.7: Node Group Search Matched 

As we find next At with cell value (3,4). Now check the 
3rd row and 4th column and check its value is (2,4). It 
shows the appearance of G after AT. The sequence 
identified is ATG. 

 

Table 1.8: Node Group Search mismatch 

Here we find the AT with value (3,5) but no value exist 
at 3rd row and 5th column. It means no more existence 
of ATG. Total frequency of ATG is 1. 

After understanding the concept of Inverted List 
Approach, we can formulate the decision making 
strategy for our algorithm defined below: 

 

 

 

 

2. Decision Making Strategy (Algorithm) 

 

find the unique node sequence frequently appearing over the 
path 

for i=1 to n 

      { 

            j=1 to n 

            { 

                if (i==j) 

                 {  

                     Unique Nodes=Unique(Node Seq)=Um 

                         } 

                   } 

            } 

   define Inverted Indexing Matrix (count(Unique Nodes),C) 

   for i=1 to count (Unique Nodes) 

        { 

              count=1; 

            if j=1 to n 

             { 

                 if Nodes(j)=Unique Nodes(i) 

                { 

                    inverted index (I,K)=Node(j+1); 

                    count=count+1; 

                 } 

               } 

           } 

 

3. Simulation Environment 

Here the basic parameters of the proposed work are 
presented respective to the simulation environment. The 
system is implemented on Ubuntu Environment with 
NS2 simulator and X Graph is used as the tool for graph 
analysis. 
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Table 1.9 Simulation Parameters 

In fig 1.9, The mobile ad hoc network comprising of 50 
mobile nodes is constructed in the NS-2 simulator with 
the use of TCL script in the topological boundary area 
of 800 m x 800 m. The position of   the mobile nodes is 
defined in terms of X and Y coordinates values and it is 
written in the movement scenario file. 

A  NS-2 application will be used to generate sample 
data. Care will be taken to make sure that the approach 
is tested for performance considerations under similar 
hardware and software environments. To test the 
performance of all of the above stated approaches, a 
program is written in tcl and tested in real environment. 

4. Simulation Results 

Software Used: 
 
Operating System: Linux 8.0 
Window Platform: Ubuntu 10.04 
Language            : OTcl 
Software             : NS 2.35 
 

4.1 Simulator Study – The Network Simulator 
(NS2) 

Simulation can be defined as “Imitating or estimating 
how events might occur in a real situation”. It can 
involve complex mathematical modeling, role playing 
without the aid of technology, or combinations. The 
value lies in the pacing you under realistic conditions 
that change as a result of behavior of others involved, 
so you cannot anticipate the sequence of events or the 
final outcome. 

4.1.1 NS2 Overview 

NS is a discrete event network simulator where the 
timing of events is maintained by a scheduler and able 
to simulate various types of network such as LAN and 

WPAN according to the programming scripts written by 
the user. It provides substantial support for simulation 
of TCP, routing and multicast protocols over wired and 
wireless networks. It consists of two simulation tools. 
The network simulator (ns) contains all commonly used 
IP protocols. The network animator (NAM) is graphical 
software which is used to visualize the simulations. 
NS2 fully simulates a layered network from the 
physical radio transmission channel to high-level 
applications. 

NS2 is an object-oriented simulator written in C++ and 
OTcl (an object oriented extension of Tcl). The 
simulator supports a class hierarchy in C++ and a 
similar class hierarchy within the OTcl interpreter. 
There is a one-to-one correspondence between a class in 
the interpreted hierarchy and one in the compile 
hierarchy. The reason to use two different programming 
languages is that OTcl is suitable for the programs and 
configurations that demand frequent and fast change 
while C++ is suitable for the programs that have high 
demand in speed. NS2 is highly extensible. It not only 
supports most commonly used IP protocols but also 
allows the users to extend or implement their own 
protocols. The latest NS2 version supports the four ad 
hoc routing protocols, including DSR. It also provides 
powerful trace functionalities, which are very important 
in our project since information need to be logged for 
analysis. The full source code of NS2 can be 
downloaded and compiled for multiple platforms such 
as UNIX, Windows etc. 

4.1.2 Tool Command Language (Tcl) 

Tcl is a powerful interpreted programming language. 
Tcl is a dynamic programming language. It has a wide 
range of usage, including web and desktop applications, 
networking, administration, testing etc. Tcl is a truly 
cross platform, easily deployed and highly extensible. 
The most significant advantage of Tcl language is that it 
is fully compatible with the C programming language 
and Tcl libraries can be interoperated directly into C 
programs. 

4.1.3 The Network Animation (NAM) 

The network animator (NAM) is a simple tool for 
animating packet trace data. This trace data is typically 
derived as output from a network simulator like ns. 

4.1.4 The Trace File 

The first field is the event type and given by one of four 
available symbols r, +, - and d which correspond 
respectively to receive, enqueued, dequeued and 
dropped. The second field is telling the time which the 
event occurs. The third and fourth fields are the input 
and output node of the link at which the events takes 
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place. The fifth is the packet type such as continuous bit 
rate (CBR) or transmission control protocol (TCP). The 
sixth is the size of the packet and the next field is for 
some kind of flags. The eighth field is the flow 
identities of IPv6 which can specify stream color of the 
NAM display and can be used for further analyze 
purposes. The ninth and tenth fields are the source and 
destination address. The eleventh is the network layer 
protocol’s packet sequence number. NS keeps track of 
UDP packet sequence number for the analysis purposes. 
The twelfth that is the last field is the unique identity of 
the packet. Results of simulation are stored into trace 
file (*.tr). Trace Graph is used to analyze the trace file. 

4.1.5 The Trace graph 

It is a data presentation system for Network Simulator 
ns-2. The simulator doesn’t have any options 
implemented to analyse simulations results so it’s hard 
to use it. Trace graph system provides many options for 
analysis, including 250 graphs and statistical reports. 
Trace graph supports the following ns-2 trace file 
formats; wired, satellite, wireless (old and new trace), 
wired-cum-wireless. Trace file loading stage is divided 
into 5 stages; automatic trace file format recognition, 
trace file parsing to extract necessary simulation data 
which is saved to a temporary file, trace files can 
contain much more data than is needed by the system, 
so unnecessary information is omitted to speed up trace 
file loading, temporary file loading, constants 
calculations (packets types, packets sizes, flows IDs, 
trace levels, number of nodes, simulation time) – in 
order to speed up data processing. Wireless and wired-
cum-wireless trace files are parsed and saved in Trace 
graph format. 

4.2 Performance Metrics 

a) Bytes Transferred: It is the average no. of bytes 
carried over a communication channel form source to 
destination. 

b) Bitrate: The no. of bits that are conveyed or 
processed per unit of time. 

c) Packets Transferred: It is the average no. of packets 
or data carried over a communication channel form 
source to destination. 

d) Packet Lost: The total no. of packets dropped by the 
node when there exist no route to destination. 

e) Packet Loss Rate: The total no. of Packets that 
arrived at the destination minus the no. of packets 
actually transmitted by the source, when a link break 
occurs. 

4.3 Simulation Results 

This chapter shows the architecture of two technologies 
and also there implementation on the basis of their 
security issues through encryption and decryption 
algorithms. 

 

Figure 4.1 : Network Communication 

As we can see in figure 4.1 the mobile network with 26 
nodes. The network is distributed in the area of 
800x800.  

 

Figure 4.2 : Network Communication (Existing 
Approach) 

Here figure 4.2 is showing the initial stage of network 
configuration. The circles here show the coverage area. 
As the communication begins, at first the analysis is 
performed to identify the neighboring nodes and to 
generate the routing path. 
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Figure 4.3: Network Communication 

Here figure 4.3 is showing communication over the 
network. Here the communication is performed 
between node 1 and node 15. As the heavy data is 
transferred over the network, some data loss also 
occurred. The figure is showing the data loss over the 
network. 

4.2 Analysis Results 

 

Figure 4.4 Number of packets transferred (Existing 
Approach Vs. Proposed Approach) 

Figure 4.4 representing graph with parameter time and 
packet and showing transfer of packets as per time. As 
we can see in this figure X Axis represents the time and 
Y Axis represents the packet transmitted over the 
network. As we can see, the presented approach has 
improved the overall packets communicated over the 
network.

 

Figure 4.5 Number of packets Lost (Existing Vs. 
Proposed Approach) 

Figure 4.5 representing graph with parameter time and 
packet and showing packet lost as per time. As we can 
see in this figure X Axis represents the time and Y Axis 
represents the packet transmitted over the network. As 
we can see, the existing approach the packet loss and 
the packet loss rate is high. Whereas the proposed 
approach did not increased the ratio of data loss over 
the network.  

 

Figure 4.6 Number of Bytes transferred (Existing 
Vs. Proposed Approach) 

Figure 4.6 representing graph with parameter time and 
bytes and showing number of bytes transmitted as per 
time. As we can see in this figure X Axis represents the 
time and Y Axis represents the bytes transmitted over 
the network. As we can see, the presented approach has 
improved the communication over the network. So that 
the total bytes transmitted over the period of time is also 
increased.  

 

Figure 4.7: Bitrate (Existing Vs. Proposed 
Approach) 

Figure 4.7 representing graph with parameter time and 
bitrate and showing rate of transmission transmitted as 
per time. As we can see in this figure X Axis represents 
the time and Y Axis represents the transmission rate 
over the network. As we can see, the presented 
approach has improved the communication ratio so that 
more data is transmitted over the network successfully.  
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5. Conclusion 

The work is with reference to the anticipation of Selfish 
Node attack in order to improve the protocol in 
conditions of security. As in case the network goes 
through some attack that outcome the packet loss over 
the network. So, our work is  to minimize this packet 
loss over the network. The work will enlarge the 
throughput with this improved protocol. The system is 
providing better throughput and less packet loss over 
the network. The implementation is done in wireless 
network with any protocol in NS-2 simulator. In this 
structure an enhanced inverted indexing approach is 
defined to execute the analysis between neighboring 
nodes and to endow with the communication from well-
organized path.  
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